PART  1. Risk Evaluation Checklist. 
This document is prepared as a guideline for assessing risks for an Area or Department.  The evaluation is to aid in identifying exposures to risks where an area or department should ensure the adequate internal controls are in place and operating properly.  The absence of sound internal controls increases an agency’s risk of noncompliance with laws or regulations, of producing unreliable accounting data, of loss from fraud, and of incurring agency embarrassment.  The suggested ratings or points are next to the evaluation definitions.   Please add notes or comments on the Summary Page 5.
Risk Category - General: 

    1. Evaluation Factor:  Outside Interest. Interest shown by external parties such as legislators, news media, citizen groups, the general public or others (including agency personnel) increases an area’s or department’s risk related to the management and accounting controls. 

       Rating              



Definition 

         1

Outside parties have shown no or very little interest in the area. 

         3

Outside parties have shown a moderate amount of interest in the area. 

         5

Outside parties have shown a lot of interest in the area. 

    2. Evaluation Factor:  Regulatory/Contractual.  The existence and applicability of external laws, regulations, contractual or reporting requirements increases the diversity and complexity of internal control requirements and hence, the opportunity for noncompliance. 

       Rating




Definition 

         0

Subject to no apparent external laws, regulations, contractual or reporting

            
   requirements of outside regulatory or audit entities. 

         1

Subject to one outside regulatory or audit entity. 

         3

Subject to two to four outside regulatory or audit entities. 

         5

Subject to five or more outside regulatory or audit entities. 

    3. Evaluation Factor:  Employee Turnover.  Employee turnover increases the risk associated with a particular system of management or accounting controls. 

       Rating




Definition 

         0

No turnover in key management or staff. 

         1

Limited turnover in key management or staff. 

         3

Minor turnover in key management or staff. 

         5

Major turnover in key management and staff. 

    4. Evaluation Factor:  Employee Separation/Resignation Procedures.  As Employees leave WSU (or transfer out of the department), there is some risk associated with access to systems and buildings. 

       Rating




Definition 

         0

Separation and resignation procedures are in place. 

         3

Limited separation and resignation procedures are in place. 

         5

No separation and resignation procedures are in place. 

Risk Category - Other Reviews or Audits: 

    5. Evaluation Factor:  Extent of Audit Coverage.  External and internal auditing of an area’s or department’s internal accounting controls may decrease an agency's risk associated with management and accounting controls.

       Rating




Definition 

         0

Reviewed by both external and internal auditors within the last year. 

         1

Reviewed by either external or internal auditors within the last year. 

         3

Not reviewed within the last year. 

         4

Not reviewed within the last two years. 

         5

Not reviewed within the last three years. 

    6. Evaluation Factor:  Results of Prior Reviews.  Areas or departments with a history of audit findings and/or informal internal control comments (external or internal audit) normally have a higher level of risk for an agency. 

       Rating




Definition 

         0

No internal control audit findings in the last four years. 

         1

Last internal control audit finding four years ago. 

         2

Last internal control audit finding or less than three years ago. 

         3

Informal internal control comment less than two years ago. 

         4

Internal control audit finding less than two years ago that resulted in neither

              
  a compliance failure nor a significant adjustment to an account balance. 

         5

Internal control audit finding less than two years ago that resulted in either a

              
  compliance failure or a significant adjustment to an account balance. 

Risk Category - Specific Financial Risk Areas: 

This is to self-assess size by dollar magnitude.
    7. Evaluation Factor:  Account Balance Size.  Account balance size has an effect on an area’s or department's risk due to materiality considerations.  Account balance size should be measured at the fund and/or appropriations account balance or at the level appropriate for the function or activity being assessed. 

       Rating




Definition 

         1

Under $1 million. 

         2

Between $1 and $3 million. 

         3

Between $3 and $7 million. 

         4

Between $7 and $15 million. 

         5

More than $15 million. 

    8. Evaluation Factor:  General Fund Expenditures.  Processing general fund expenditures (Fund 001) increases an area’s or department’s risk due to the budgetary constraints and legislative oversight and concern with the accurate reporting of this data. 

       Rating




Definition 

         0

Processes no general fund expenditures. 

         1

Processes under $100,000 in general fund expenditures. 

         2

Processes between $100,000 and $1 million in general fund expenditures.

         3

Processes between $1 and $3 million in general fund expenditures. 

         4

Processes between $3 and $10 million in general fund expenditures. 

         5

Processes more than $10 million in general fund expenditures. 

    9. Evaluation Factor:  Federal Assistance Programs.  Processing federal assistance transactions (Financial Aid, Grants/Contracts, etc.) causes an increase in an area’s or department’s risk due to the stringent administrative and cost principle guidelines that must be met.  Please note on Summary if rating is for processing on behalf of others; in other words, performing administrative functions on behalf of other units.
       Rating




Definition 

         0

Processes no federal assistance transactions. 

         1

Processes under $100,000 in federal assistance. 

         2

Processes between $100,000 and $500,000 in federal assistance. 

         3

Processes between $500,000 and $1 million in federal assistance. 

         4

Processes between $1 and $4 million in federal assistance. 

         5

Processes more than $4 million in federal assistance. 

    10. Evaluation Factor:  Cash and Checks.  Cash and checks are more susceptible to fraud/theft than other assets. Their presence, particularly if a major function of an area or department, increases an area’s or department’s risk.  
       Rating



 
Definition 

         0

Includes no cash or other highly liquid instruments. 

         1

Limited opportunity for access to cash and checks or other attractive negotiable items.

3 Some actual handling of cash and checks or other attractive negotiable items, or affords

                 good potential for access to them. 

         5

The handling of cash and checks or other attractive negotiable instruments is the 

                           major part of system/organization. 

11. Evaluation Factor:  Access to Inventories.  The presence of large inventory balances or specialized inventories such as controlled substances, hazardous wastes, or precious metal increases an area’s or department’s risk.  
       Rating




Definition 

         0

No access to inventories. 

         1

Inventories under $50,000 that do not include specialized inventories.

         3

Inventories between $50,000 and $500,000 that do not include specialized inventories. 

         5

Inventories more than $500,000 or those that include specialized inventories. 
    12. Evaluation Factor:  Fixed Assets.  Fixed assets are an area with a history of accountability problems in state agencies. The presence of large balances of fixed assets or highly desirable small and attractive such as firearms or camera equipment (not office equipment) increases an area’s or department’s risk.  
       Rating




Definition 

         0

No fixed asset balance or inventoriable highly desirable assets. 

         1

Fixed asset balances are less than $200,000 and no inventoriable highly

        

   desirable assets. 

2 Fixed asset balances between $200,000 and $2 million and no inventoriable highly 

   desirable assets. 

3 Fixed asset balance between $2 million and $15 million or limited inventoriable highly 

   desirable assets. 

         5

Fixed asset balance over $15 million or extensive inventoriable highly desirable assets. 

Risk Category - Computer/Automated System Environment: 

    13. Evaluation Factor:  Automation/System Changes.  Generally, an area’s or department’s risk will change as automated systems change.  Risk will also tend to increase with major system changes. 

       Rating 




Definition 

         1

No changes since last evaluation. 

         3

Minor changes since last evaluation. 

         5

Major changes since the last evaluation or a new system. 

    14. Evaluation Factor:  Decentralization.  The extent of decentralization has an effect on an area’s or department’s internal management and accounting controls.  Generally, decentralized operations are more difficult to control than centralized. 

       Rating




Definition 

         1

One location. 

         2

Two locations. 

         3

Three or four locations. 

         4

Five to ten locations. 

         5

More than ten locations. 

    15. Evaluation Factor:  Sensitive Data.  The degree that the administrative and accounting functions are involved in the creation, handling, or storage affords potential access to sensitive data in manual or automated systems resulting from personnel files, medical records, client files, research records, student records or other activities deemed confidential by law, regulation or policy. 

       Rating




Definition 

         0

Does not include the creation or handling of sensitive data. 

         1

Does not include the creation or handling of sensitive data;
however, information is used 

  by outside parties. 

         3

Includes the handling or creation of sensitive data which is not an integral part of the 

  system's internal accounting controls. 

         5

Includes the creation or handling of sensitive data which is an integral part of the 

  system's internal accounting controls. 

    16. Evaluation Factor:  Emergency Business Response Plan.  The degree that business can respond and continue during crisis is another measure of ability to ensure safety and safeguard assets and records.  See BPPM 90.15.
       Rating




Definition

0

Have communicated and shared in-depth Emergency Business Response Plan.
3

Have partial Emergency Business Response Plan. 
5

Does not have an Emergency Business Response Plan.         
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Internal Control General Risk Evaluation

PART 2. Risk Evaluation Checklist Summary. 

Area/Department__________________________________________________________

Prepared By:      __________________________________________________________

Please read the explanation of each risk category and evaluation factor on the previous pages.  Then assign a rating value in the space provided below.  The rating should be from 0 to 5, with 0 being the lowest or no risk and 5 being the highest or maximum risk.  Please note if rating is for processing on behalf of others.

 Risk Category   
Evaluation Factor              

No. Assigned       
     
Rating
    
 General         
Outside Interest              


1           
   
_______

                       

Regulatory/Contractual   
           

2                      
_______




  External Audits conducted by (please list):

  ________________________________________

Employee Turnover       


3                      
_______

Procedures for Separation/Resignation  
4                      
_______

Other Reviews & Audits  



Audit Coverage                                       
5                          
_______

                

Results of Prior Reviews 


6                              
_______

 Specific Financial Risk Areas:       
Account Balance Size 
                     
7 
          

_______

                

General Fund Expenditures (State)

8                              
_______

                

Federal Assistance Programs

9


_______

                

Cash / Checks


          10


_______

                

Access to Inventories

         
          11


_______

                

Fixed Assets           


          12


_______

 Systems

Automation/System Changes

          13


_______

                

Decentralization 


          14
           

_______

                

Sensitive Data 


          15


_______

 Emergency

Response Plan


          16


_______

Any significant changes since the last evaluation (Example:  new automated system): 
          _____________________________________________________________________________
Given the results of the risk assessment guideline and other factors I have considered, in my opinion, the management and accounting functions being assessed have the following risk to the Area/Department: 

 High Risk

_______ 

 Medium Risk 

_______ 

 Low Risk

_______ 

Authorized Signature ___________________________________ Date_______________

Please add any other comments on the back of this page. After completion, send this page to Wade Davis, 240 French Admin. Bldg., Campus Zip 1025, by May 11, 2007. 
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5

